
Partnering to 
reduce fraud, 
waste and abuse



Optum Serve helps federal 
agencies achieve their missions

Technologies, solutions 
and best practices

Current federal 
partnerships
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Current federal partnerships

The Innovation Lab
The Optum Serve® Innovation Lab is a research and 
development environment that provides an open 
platform for testing new technologies and solutions 
for federal customers to meet critical needs like 
tackling fraud, waste and abuse (FWA).
 
The Innovation Lab contains dozens of configured 
tools and applications and has supported various 
federal proofs of concept.

Optum Serve continually evaluates innovation 
opportunities using cutting-edge technology, 
tailored frameworks and algorithms.
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IT services
With a combination of predictive modeling, business intelligence and leading 
programming approaches, Optum Serve helps program integrity users analyze 
large data volumes, load and visualize data, and develop critical reports to support 
investigative and legal cases. We provide IT services for federal agencies such as  
the Centers for Medicare & Medicaid Services (CMS), the Health Resources and 
Services Administration (HRSA) and the Department of Education, as well as state 
agencies, including:

• Data management and governance

• Data engineering

• Systems integration

• Cloud modernization and optimization

• Application development

• New data sets, data analytic tools and system capabilities

Optum Serve has expanded and upgraded 
federal and state data warehouses to incorporate 
new data sets, data analytic tools and system 
capabilities, including cloud migration and 
optimization efforts for platforms designed to 
support program integrity needs.

Learn more about how we support federal agencies on 
our website. 

Current federal partnerships
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IT platforms
With massive health care programs, including Medicare, Medicaid and Veterans 
Affairs (VA) , the federal government spends more than $1 trillion on health care  
each year. Ensuring those dollars aren’t wasted — or misused due to fraud or  
abuse — is an ongoing challenge.

For more than 20 years, Optum Serve has partnered with federal agencies to 
establish and maintain program integrity initiatives.

One Program Integrity 
CMS makes its integrated data repository accessible for program  
integrity business needs through a system known as One Program  
Integrity (One PI). Since 2010, we have maintained and enhanced the 
system, which is used to identify, deter and prevent fraud, waste and  
abuse activities across the agency.

Learn how organizations like  
Optum Serve can support federal  
agencies with fraud, waste and abuse  
and program integrity. 

Current federal partnerships

A public/private partnership targets 
fraud, waste and abuse

Protecting  
taxpayer dollars

With massive programs including Medicare,  
Medicaid and Veterans Affairs (VA) health care,  
the federal government spends more than $1 trillion 
on health care each year. 

Ensuring those dollars aren’t wasted — or misused due to fraud or 
abuse — is an ongoing challenge. 

For more than 20 years, Optum Serve has partnered with the  
Centers for Medicare and Medicaid Services (CMS) and other  
federal agencies to establish and maintain program integrity 
initiatives. Building on successes achieved working with commercial 
and state government clients, we deliver a deep knowledge of the 
health care industry and extensive IT capabilities to government 
agencies. We invest in innovation and development resources to 
ensure our commercial best practices align with the federal  
program integrity objectives while allowing for flexibility and 
scalability in program design based on clients’ needs.

The following three case study briefs explain how Optum Serve  
makes a difference in mitigating and recovering money by detecting 
fraud, waste and abuse (FWA).

About Optum Serve

Optum Serve is the federal 
health services business of 
Optum and UnitedHealth Group 
(NYSE: UNH). We are proud to 
partner with the Departments 
of Defense, Health and Human 
Services, Veterans Affairs and 
other organizations to help 
modernize the U.S. health 
system and improve the health 
and well-being of those we 
collectively serve.

$5.3 billion 
invested annually in technology and innovation*

* Optum book of business as of Q3 2021.
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FWA analytics services
Using the latest data science techniques, including machine learning (ML) and artificial 
intelligence (AI), graph analytics and visualization, we help federal agencies establish 
and maintain effective data initiatives.

Learn how commercial AI and program 
integrity practices can be applied to 
government agencies.

CMS Payment Error Rate Measurement (PERM) program
CMS is required to measure and report the payment error rate and dollars paid 
in error for both Medicaid and the Children’s Health Insurance Program (CHIP). 
Given the size of these programs and the fact that each state implements 
them independently, states’ data poses significant challenges. As the statistical 
contractor for the PERM program, Optum Serve analyzes the ways states collect 
and store data to ensure the data sets are complete.

VA’s program for improper payments
We assisted the VA in enhancing its program, separating previous functions to 
establish a clear auditing strategy. The results helped inform changes at the VA  
and were called “the gold standard of improper payment measurement” by  
the Office of Management and Budget.

Current federal partnerships

For government agencies

Leveraging  
emerging health  
care technologies

Applying commercial AI and program integrity 
practices in government 

Commercial organizations across the board have implemented 
artificial intelligence (AI) at scale. They have successfully fine-tuned 
technologies such as machine learning (ML) to identify not just 
known fraud schemes, but emerging fraud and improper payment 
trends. By combining multiple methodologies, organizations can 
monitor health care claims for emerging fraud schemes with 
unsupervised ML methods while targeting known historical fraud 
behavior with supervised ML systems. Government agencies can 
apply these same practices to programs such as Medicare,  
Medicaid, Veteran and military health care services to automate 
decisions and administrative actions such as: 

 Denial or rejection of claims

 Medical coding

 Chart reviews

 Revoking providers or entities from billing eligibility 

Ultimately, AI technologies reduce costs by automating manual 
processes, preserve federal budgets and reduce unnecessary costs 
for beneficiaries.

About Optum Serve

Optum Serve is the federal 
health services business of 
Optum and UnitedHealth Group 
(NYSE: UNH). We are proud to 
partner with the Departments 
of Defense, Health and Human 
Services, Veterans Affairs and 
other organizations to help 
modernize the U.S. health 
system and improve the health 
and well-being of those we 
collectively serve.

6

https://www.optum.com/business/insights/health-care-delivery/page.hub.leveraging-emerging-technologies.html?utm_campaign=OP_30.7_2022&utm_medium=DG&utm_source=LI&utm_term=20223lh1511jh17&s=DG&s3=DG_EQ_OP_30.7_FWA-EBook


Improves access, 
accuracy and 

timeliness of data

Eliminates data 
redundancy

Enhances collaboration 
across user groups

Provides access to data 
with semantic layers 

designed to meet 
program integrity and 

fraud use cases

Provides a variety of 
tools for data analytics; 
users choose best tool 

for their needs/skills
Data

Data management
Optum Serve provides support across various IT and analytics competencies aligned to 
program integrity workflows that start with an operational data environment at the core.

See a visual explanation of our data 
management services.

Delivering program integrity efficiencies

Optum Serve® helps curb fraud, waste and abuse for federal agencies
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Optum Serve helps clients establish an effective data strategy and analytics roadmap to predict and prevent fraud, waste  

and abuse. From managing and centralizing data to building and operationalizing complex models and analytics,  

we’ve demonstrated success with commercial, private and federal clients, including Medicare and Veterans Affairs.

optum.com

Optum is a registered trademark of Optum, Inc. in the U.S. and other jurisdictions. All other brand or product names are the 

property of their respective owners. Because we are continuously improving our products and services, Optum reserves the right to 

change specifications without prior notice. Optum is an equal opportunity employer.

© 2022 Optum, Inc. All rights reserved. WFWF7693408 07/22

Technologies, solutions and best practices
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Data preparation and exploration, 
and analytical readiness

To support analytics and advanced modeling like machine learning, data 
preparation is critical.

Optum Serve provides optimized and pre-joined data access layers for federal 
government use cases and FWA analytic needs. We also have large-scale open-
modeling platforms accessible across our enterprise, leveraging cloud technologies 
such as Amazon Web Services (AWS) and Azure services to provide flexible, 
collaborative data preparation workspaces. 

Discover how we bring disparate  
data together.

Identify data needs Query data Check data quality Reduce and cleanse  
data sets

Technologies, solutions and best practices

Using technology to 
harness disparate data 
An investment in long-term fraud prevention

Federal agencies need a clear data strategy with specific 
goals for integration and results
Federal agencies rely on data for identifying, analyzing and predicting fraud, waste and abuse 
(FWA) trends. This data is the core of any program integrity strategy. However, challenges arise 
when information is stored in silos with no centralized access. In order to effectively apply 
advanced techniques such as machine learning and predictive analytics, information must  
first be available in one place.

The issue sounds concrete on the surface, yet agencies are overwhelmed with the complex  
path to creating a clear data strategy that serves all stakeholders. Commercial organizations 
like Optum Serve also face similar challenges and have leveraged a cohesive data strategy to 
help tackle it. 

The following basic steps are applicable for any public or private organization with a need to centralize data effectively. 
 

Develop a clear plan. With a defined roadmap that 
understands existing data sources and the path to 
integration, agencies can save time and money.

Implement data governance. Managing data sources 
that often fall under separate agency centers or 
groups can be challenging. Having a data governance 
approach to manage availability, usability and 
integration of data will provide a framework for an 
enterprise data strategy.

a)   Develop rigorous data quality. Accuracy and quality 
of data is critical to ensuring downstream processes 
such as claims payment decisions or improper 
payment analyses are correct and timely.

b)   Ensure consistent data availability. Availability 
of data is important to allow easy access and 
consumption to support various program integrity 
business functions.

1

2

c)   Improve data usability. To ensure agencies 
can effectively use their data, it must be clearly 
structured, labeled, searchable and compatible with 
various analytics and business intelligence tools  
and technologies.

d)   Ensure data integrity. Throughout data 
transformation and conversation processes, data 
must retain integrity to ensure accuracy across 
various systems and platforms.

e)   Ensure data security. Data must be categorized 
based on sensitivity, protected from data loss, with 
managed access granted only to those that need it.

Provide centralized data access across the 
organization. After a data governance framework is 
implemented, agencies can provide centralized data 
access to all users through various interfaces, tools and 
technologies that support analytics, fraud prevention 
and other critical work.

3
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AI, machine learning and 
graph analytics
Our health care graph:

Learn more about graph analytics, 
ML and FWA visualization. 

Technologies, solutions and best practices

Visualizing fraud,  
waste and abuse  
Graph analytics and machine learning  
drive the future of program integrity  

Digging through massive amounts of data to identify fraud, waste and abuse (FWA)  
is a huge challenge for federal, state and local agencies. While they may have collected 
data that points to FWA, without a way to organize and interpret the data it’s nearly 
impossible to identify the types of actions that waste taxpayer money — through errors 
or, worse yet, intentional fraud. 

Fortunately, as fraudulent activities evolve, so does technology. Today’s data science 
capabilities can use advanced analytics and artificial intelligence to turn all that 
data into clear, actionable insights. Two leading tools — graph analytics and machine 
intelligence — are an essential part of any modern program integrity program. 

 

Graph analytics: A powerful tool against FWA

With graph analytics, information is displayed in graph form so viewers can see the 
visual relationships and interactions between data points. Presented this way, data can 
reveal insightful trends and hidden relationships that would be much harder to spot 
when viewed numerically. By transforming vast databases of information into visual 
patterns, groups and relationships, graph analytics helps users understand, interpret 
and apply the data more easily.

This type of representation allows users to look at diverse data sets from various angles 
in different combinations, focusing on what’s most important to them. In essence, 
it turns a database into raw material that can be used in virtually unlimited ways. It’s 
extremely flexible too. As agencies gather feedback and collect new data, they can 
apply it to the graph at any time, revealing new insights and patterns. 

Graph analytics
Graph analytics can identify FWA in multiple ways:
• Social network analysis — Detecting suspicious behaviors such as doctors overprescribing 

opioids or other medications
• Identity resolution — Pinpointing identity information across various touch points and 

reconciling it into a single profile, improving the quality of data and preventing possible 
identity fraud

• Geospatial patterns — Noticing that a patient and prescriber are nowhere near each other 
on the map or spotting a suspicious trend of doctors colluding in a certain community

Features  

10 billion+ 
vertices/nodes

Makes real-time care path 
recommendations to  

50 million+ members

Features  

50 billion+ 
edges
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Risk analysis alerting and reporting
We combine technical capabilities and expertise to implement and maintain analytics 
platforms with advanced ML and AI algorithms to accurately and effectively score risk.

Learn more about the Pre-payment 
Review Solution.

VA Community Care Network
Optum Serve is the third-party administrator for the VA Community Care Network for Regions 
1, 2 and 3, encompassing 36 states, the District of Columbia, the U.S. Virgin Islands and Puerto 
Rico. We provide them with claims processing, provider network management and portal 
and FWA services, and we utilize an automated post-payment fraud and abuse detection and 
overpayment protection system to identify, score and alert on potential misuse. 

Optum Pre-payment Review Solution 
The Optum® Pre-payment Review Solution (OPRS) provides customers with pre-pay detection 
of potentially inaccurate or erroneous claims, as well as claims review support to make 
appropriate payment decisions. OPRS uses risk scoring via ML models and other analytics to 
detect — before payment — a variety of improper claims for review or rejection. 

Technologies, solutions and best practices

Machine 
learning

Risk 
prediction

Risk 
mitigation Complement recovery efforts 

with front-end prevention

Pre-payment Review Solution

Stop improper Medicaid claims before they are 
paid with proven predictive analytics and an early 
detection system from Optum.
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Reports, dashboards 
and automation
Optum Serve integrates enterprise best practices for reporting and monitoring with 
key expertise in policy research, compliance, quality and program integrity for federal 
customers. We also integrate cutting-edge technology such as AI and natural language 
processing (NLP) to increase automation and efficiency for customer needs.

Automating manual review processes
Program integrity workflows for health care claims typically require some level of medical 
document review as part of their validation and auditing requirements. Using our best 
practices from similar implementations in our commercial and private space, we’ve 
developed solutions using NLP that combine clinical models and rules to automate the 
review of medical documentation. 

Find out what the future holds for AI  
and FWA prevention.

Technologies, solutions and best practices

Automate fraud, waste 
and abuse and program 
integrity processes  
Speed up workflows for Federal agencies through 
artificial intelligence

Laborious manual processes present challenges for Federal agencies when 
using PDF files or images to determine things like benefit eligibility and prior 
authorization for health care claims. These manual processes often riddle 
organizations, resulting in delayed decisions and outcomes, and increased costs.

Some level of medical document review is required to ensure the integrity of 
Federal programs including health care claim validation and auditing, ultimately 
preventing improper payments from going out the door. In cases where this is 
a paper-driven process, the extraneous manual effort and costs involved force 
agencies to limit the number of medical reviews they take on. Unfortunately, this 
limitation can open the door for potential fraud, waste and abuse. 

This susceptibility to fraud extends beyond medical claims. Various images and PDF 
files are analyzed in other Federal scenarios such as determining Veteran benefit 
eligibility which requires analysis of large service history documentation. 

Applying natural language processing to improve 
commercial program integrity
In order to mitigate similar challenges that Federal agencies face with manual 
documentation review, Optum Serve has developed solutions using natural 
language processing (NLP) combining clinical models and rules to automate review 
of medical documentation. Using best practices from similar implementations in 
the commercial and private space, the Optum Clinical Language Intelligence (CLI) 
platform leverages NLP to read medical records to drive clinical and administrative 
action. CLI reads narrative chart text and uses reasoning modules to identify 
indicator relationships, assess against industry guidelines and infer significance. 

Natural language  
processing (NLP)

Optum  
Clinical Language 
Intelligence (CLI)

Automates review  
of medical  

documentation

Reads medical  
records

Drives clinical and 
administration action
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Achieve your health 
care mission 

Learn how we can help here
or visit us at optumserve.com.

optum.com
Optum is a registered trademark of Optum, Inc. in the U.S. and other jurisdictions. All other brand or product names are the property 
of their respective owners. Because we are continuously improving our products and services, Optum reserves the right to change 
specifications without prior notice. Optum is an equal opportunity employer.

© 2023 Optum, Inc. All rights reserved. WF9398860 02/23
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